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Abstract

In order to generate synthetic basket data sets for bet-
ter benchmark testing, it is important to integrate char-
acteristics from real-life databases into the synthetic bas-
ket data sets. The characteristics that could be used for
this purpose include the frequent itemsets and association
rules. The problem of generating synthetic basket data sets
fromfreguent itemsetsis generally referred to asinverse fre-
guent itemset mining. In this paper, we show that the prob-
lem of approximate inverse frequent itemset mining is NP-
complete. Then we propose and analyze an approximate
algorithm for approximate inverse frequent itemset mining,
and discuss privacy issues related to the synthetic basket
data set. In particular, we propose an approximate algo-
rithm to determine the privacy leakage in a synthetic basket
data set.

Keywords: data mining, privacy, complexity, inverse fre-
guent itemset mining
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recent work [5, 8, 9, 10, 11, 21, 29, 30] investigates the
tradeoff between private information leakage and accuracy
of mining results. One problem related to the perturbation
based approach is that it can not always fully preserve indi-
vidual’s privacy while achieving precision of mining retsul

The second approach to address this problem is to gener-
ate synthetic basket data sets for benchmarking purpose by
integrating characteristics from real-world basket dats s
that may have influence on the software performance. The
frequent sets and their supports (defined as the number of
transactions in the basket data set that contain the iteams) c
be considered to be a reasonable summary of the real-world
data set. As observed by Calders [7], association rules for
basket data set can be described by frequent itemsets. Thus
it is sufficient to consider frequent itemsets only. Ramésh e
al. [27] recently investigated the relation between the dis
tribution of discovered frequent set and the performance of
association rule mining. It suggests that the performafce o
association rule mining method using the original data set
should be very similar to that using the synthetic one com-
patible with the same frequent set mining results.

Informally speaking, in this approach, one first mines
frequentitemsets and their corresponding supports frem th
real-world basket data sets. These frequent itemset sup-

Since the seminal paper [2], association rule and frequentport constraints are used to generate the synthetic (mock)

itemset mining received a lot of attention. By comparing data set which could be used for benchmarking. For this
five well-known association rule algorithms (i.e., Apriori approach, private information should be deleted from the
[3], Charm [37], FP-growth [14], Closet [22], and Magnu- frequent itemset support constraints or from the mock data-
mOpus [33]) using three real-world data sets and the artifi- base. The authors of [7, 20] investigate the problem whether
cial data set from IBM Almaden, Zheng et al. [38] found there exists a data set that is consistent with the given fre-
out that the algorithm performance on the artificial data set quent itemsets and frequencies and show that this problem
are very different from their performance on real-worldedat  is NP-complete. The frequency of each frequentitemset can
sets. Thus there is a great need to use real-world data setse taken as a constraint over the original data set. The prob-
as benchmarks. lem of inverse frequent set mining then can be translated to
However, organizations usually hesitate to provide their a linear constraint problem. Linear programming problems
real-world data sets as benchmarks due to the potential disean be commonly solved today in hundreds or thousands of
closure of private information. There have been two differ- variables and constraints. However, the number of vargable
ent approaches to this problem. The first is to disturb the and constraints in this scenario is far beyond hundreds or
data before delivery for mining so that real values are ob- thousands (e.g2¢, wheret is the number of items). Hence
scured while preserving statistics on the collection. Someit is impractical to apply linear programming techniques di



rectly. Recently, the authors of [35] investigated a hdigris FFREQSAT (Fixed size FREQSAT)

method to generate synthetic basket data set using the frelnstance: An integern, an item setZ, and a sequence

guent sets and their supports mined from the original basket(1y, f1), (2, f2), -+, (Im, fm), Wherel, C Z are item-

data set. Instead of applying linear programming directly sets and) < f; < 1 are nonnegative rational numbers, for

on all the items, it applies graph-theoretical results to de all0 < i < m.

compose items into independent components and then apQuestion: Does there exist a transaction databRseverZ

ply linear programming on each component. One potential such thatD containsn transactions andreq(l;,D) = f;

problem here is that the number of items contained in somefor all 0 < i < m?

components may be still too large (especially when items

are highly correlated each other), which makes the applica-FSUPPSAT

tion of linear programming infeasible. Instance: An integern, an item setZ, and a sequence
The authors of [27, 28] proposed a method to generate(11, s1), (I2,52), - -+, (Im, sm ), Wherel;, C T are itemsets

basket data set for benchmarking when the length distribu-ands; > 0 are nonnegative integers, for alk ¢ < m.

tions of frequent and maximal frequent itemset collections Question: Does there exist a transaction databRseverZ

are available. Though the generated synthetic data set presuch thatD containsn transactions andupport(I;, D) =

serves the length distributions of frequent patterns, @re s s; forall0 <: < m?

o atorie e s ofarsaeton 2Bt sy h prolem FSUPPSAT s cqvalen o
9 9 problem FFREQSAT. Calders [6] showed that FREQSAT is

the nymber c.)f ttems generated.|s much sma!ler. we beIleveNP-compIete and the problem FSUPPSAT is equivalent to
the sizes of items and transactions are two important para-,

meters as they may significantly affect the performance of the Intersection Pattern probldf: given ann x n matrix
s y may Sig ntly P C with integer entries, do there exist séig, .. ., S, such
association rule mining algorithms.

Instead of using the exact inverse frequent itemset min-that |5: 0 55| = C[i,j]? Though it is known thalP is
9 q NP-hard, it is an open problem whetHé&r belongs taNP.

ing approach, we propose an approach to construct trans- In this paper, we will consider the problem of generating

action databases which have the same size as the originatl . . . .
. . : ._transaction databases that approximately satisfy thengive
transaction database and which are approximately consis;

tent with the given frequent itemset constraints. These ap_frequent itemset support constraints. Section 2 discusses

proximate transaction databases are sufficient for bench-the computational complexity of approximating transactio

: . : . databases. Section 3 proposes an algorithm to approxi-

marking purpose. In this paper, we consider the complexity . .
— . . mately generate a approximate transaction database. Sec-
problem, the approximation problem, and privacy issues for . ; . : . .
this approach. t!on 4 discusses privacy issues and Section 5. Finally, Sec-
We first introduce some terminologi€sis the finite set tion & draws conclusions.

of items. A transaction ovef is defined as a paiftid, I) ) )
whereI is a subset of and tid is a natural number, called 2 Approximations
the transaction identifier. A transaction datab&severZ

is a finite set of transactions ov&r For an item sef C Though it is an interesting problem to study whether
7 and a transactiof¥id, J), we say thaftid, J) contains  there exists a size transaction database that satisfies a set
I'if I ¢ J. The support of an itemsdtin a transaction  of given frequency constraints, it is sufficient for bench-
databas@ overZ is defined as the number of transactions marking purpose to construct a transaction database that is
T'in D that containd, and is denotedupport(I,D). The  approximately at the size afand that approximately satis-
frequency of an itemselt in a transaction databageover  fies the set of given frequency constraints. Thus we define

Z'is defined as the following problem.
support(I,D)
freq(I,D) =acs D ApproSUPPSAT
Instance: An integern, an item setZ, and a sequence

Calders [6, 7] defined the following problems that are re-

I, s1), (I, 82), -+, (Im, sm ), Wherel; C 7 are itemsets
lated to the inverse frequent itemset mining. (L, 51). (L2, 52) (I, 510) ;

ands; > 0 are nonnegative integers, for 8l ¢ < m.
Question: Does there exist a transaction datab@sef
n' transactions ovef such thatjn — n’| = O(m) and
|support(I;, D) — s;| = O(m) forall 0 < i < m?

FREQSAT
Instance: An item setZ and a sequencd, f1), (I2, f2),
oy (I, fm), Wherel; C 7 are itemsets and < f; < 1

are nonnegative rational numbers, for@k i < m. Note that in the above definition, the approximation er-
Question: Does there exist a transaction databBsaverZ rors are based on the parameterinstead ofn since for
such thatfreq(I;, D) = f; forall0 < i <m? most applicationsyn is small andr is bigger. Indeedn



could be at the exponential order of. For performance
testing purpose, it is not meaningful to usas the parame-
ter in these situations. It also straightforward to show tha
the problem ApproSUPPSAT is equivalent to the following
problem: given an integet, an item sefZ, and a sequence
(I1,81), (I2, 82), - -, (Im, sm ), decide whether there exists
a transaction databage overZ with n transactions and
0 < support(I;,D) —s; = O(m) forall0 <i < m.

In the following we show that ApproSUPPSAT NP-

complete. Note that for the non-approximate version FSUP-

PSAT of this problem, we do not know whether it isNif.
Lemma 2.1 ApproSUPPSAT € NP.

Proof. Since the size of the transaction databasevigich
might be exponential in the size of the instance input de-

scription, it is not possible to guess a transaction data-
base in polynomial time and check whether it satisfies the

constraints. In the following, we use other techniques to

show that the problem is ifNNP. Let 7 be the collection

of item sets and [y, s1), (I2,$2), - - *» (Im, $m) be the se-

quence of support constraints. Assume tffat= ¢. Let

Jo, J1, -+, Jot_1 be an enumeration of th subsets off

(in particular, let/y = ¢ andJy:_, = 7), andXg, X1, .. .,

X,:_1 be2t variables corresponding to these itemsets.
Assume that a transaction databd3evith n’ = n +

O(m) transactions containX; itemsetJ; for each0 <

i < 2t andD approximately satisfies the support constraints

(I1, 81), (I2, $2), - - -, (Im, sm ). Then there exists an integer

k such that the following equations (1) hold for some integer

valuesXy, ..., Xat_1, Zo, - . ., Zm- Similarly, if there is an

integerk and an integer solution to the equations (1), then

there is a transaction datab&evith n’ = n+O(m) trans-

actions that approximately satisfies the support congsrain

(Il, 81), . (Im, Sm).

Xi1,..., X0t > 0
|Zol, | Z4], -y | Zm] < km
Z?:OXZ'—FZO n (1)
Z[ngiXi‘FZl - S1
Z[mgji Xi+Zm = 5m

wherek is a large enough integer. In another word, if the
given instance of the ApproSUPPSAT problem is satisfi-
able, then the equations (1) have an integer solution. Shat i

the solution space for the equation (1) is a non-empty con-

vex polyhedron. A simple argumeéntould then be used
to show that there is an extreme po{d?{,..., X2,) (not
necessarily an integer point) on this convex polyhedrot tha
satisfies the following property:

1Similar argument has been used to prove the fundamentaieimeof
linear optimization in linear programming. See, e.g., 24],

e There are at most: + 1 non-zero values among the
variablesX?, ..., X3, Zo, ..., Zy,.

LetY; = [X?] be the closest integer t&? for 1 < i < 2¢
andDY be the transaction database that containsopies
of the itemsetJ; for each0 < i < 2¢. ThenDY contains
n + O(m) transactions anghupport(1;, D) — s;| = O(m)
forall0 <i < m.

In another word, the given instance of the ApproSUPP-
SAT problem is satisfiable if and only if there exist item-
setsJi, ..., Jm+1 @and an integer sequenae, . .., T;41
such that the transaction datab@seonsisting ofr; copies
of itemsetJ; for eachi < m witnesses the satisfiability.
Thus ApproSUPPSAE NP which completes the proof of
Lemma. Q.E.D.

Lemma 2.2 ApproSUPPSAT is NP-hard.

Proof. The proof is based on an amplification of the reduc-
tion in theNP-hardness proof for FREQSAT in [6] which is
alike the one given for 2SAT in [13]. In the following, we
reduce theNP-complete problem 3-colorability to Appro-
SUPPSAT. Given a grap@f = (V, E), G is 3-colorable if
there exists a 3-coloring function: V. — {R, G, B} such
that for each edgéu, v) in E we havec(u) # c(v).

For the graphG = (V, E), we construct an instance
A(G) of ApproSUPPSAT as follows. Let = 6|V |+3|E],
andn = kom? for some larges, (note that we neetly > k
for the constank we will discuss later). Let the itemset
I ={R,,G,, B, : v € B} and them support constraints
are defined as follows. For each veriex V:

support({Ry}) = [3], support({G.}) = [3],
support({B,}) = (3],

support({ Ry, Gy }) = 0, support({ Ry, By }) = 0,
support({Gy, B,}) = 0.

For each edgéu, v) € E:

support({ Ry, Ry}) = 0, support({G., Gy }) = 0,
support({ By, By}) = 0.

In the following, we show that there is a transaction data-
baseD satisfying this ApproSUPPSAT problem if and only
if G is 3-colorable.

Suppose that is a 3-coloring ofG. LetT be a transac-
tion defined by letting’; = {C, : v € V'} where

R, if c(v) = R;
CU =def GU If C(’U) = G;
B, if ¢(v) = B.

Let transactiond;, andT3 be defined by coloringg and
¢ resulting from cyclically rearranging the coloRs G, B



in the coloringe. Let the transaction databaBeconsist of
[5] copies of each of the transacti®p, 7>, and73 (we may
need to add one or two additional copiegofif 3[5] # n).
ThenD satisfies the ApproSUPPSAT proble#iG).
SupposeD is a transaction database satisfying the Ap-
proSUPPSAT problemd(G). We will show that there is a
transactioril” in D from which a 3-coloring of7 could be
constructed. LeT; be the collection of itemsets defined as

Zl = {{Rva Gv}v {Rvan}7 {GU,BU} v E V}U
{{RuvRv}a {GU7GU}1 {Buan} : (’U/7U) S E}

That is,Z; is the collection of itemset that should have
support according to the support constraints. SiRcatis-
fies A(G), foreachl’ € Z;, support(I’, D) = 0 is approxi-
mately satisfied. Thus there is a constant- 0 such that at
mostk;m x |Z1| = 3kim(|V|+|E|) transactions itD con-
tain an itemset ;. LetD; be the transaction database ob-
tained fromD by deleting all transactions that contain item-
sets fromiZ;. ThenD; contains at least—3kym(|V|+|E|)
transactions.

For each vertex € V, we say that a transactighd, J)
in D does not contain if J does not contain any items from
{Ry, Gy, B,}. SinceD satisfiesA(G), for eachv € V,
approximately one third of the transactions contajn(G.,,
B,, respectively). Thus there is a constant > 0 such
that at mosBkym x |V| transactions irD do not contain
some vertexo € V. In another word, there are at least
n — 3kam x |V| transactiond in D such that/ containsv
forallv e V.

Let Dy be the transaction database obtained f@@by
deleting all transaction$ such that/ does not contain some
vertexv € V. The above analysis shows tta; contains
atleasth — 3kym(|V| + |E|) — 3kem|V| transactions. Let
k = max{k1, k2}. Then we have

D n — 3km(|V] + | E|) — 3km|V|

n —km(6|V|+ 3|E|)
n — km?

3 kom? — km?

By the assumption of, at the beginning of this proof, we
have|D;| > 1. For any transactiod in Dy, we can define
a coloringc for G by letting

R if J containsR,
c(v)y =14 G if J containsg@,
B if J containsB,

By the definition ofD,, the coloring: is defined unambigu-
ously. That is(7 is 3-colorable.

This completes the proof fdéP-hardness of ApproSUP-
PSAT. Q.E.D.

Theorem 2.3 ApproSUPPSAT is NP-complete.

Proof. This follows from Lemma 2.1 and Lemma 2.2.
Q.E.D.

We showed that the problem ApproSUPPSATNE-
hard. In the proof of Lemma 2.2, we use the fact that the
numbern of transactions of the target basket database is
larger than the multiplication of the number of support
constraints and the approximate erédimn) (that is,n is in
the order ofO(m?)). In practice, the number may not be
larger thankm?. Then one may wonder whether the prob-
lem is still NP-complete. Ifn is very small, for example, at
the order of0(m), then obviously, the problem ApproSUP-
PSAT becomes trivial since one can just construct the trans-
action database as the collectionro€opies of the itemset
7 (that is, the entire set of items). This is not a very in-
teresting case sinceif is at the order ofn, one certainly
does not want the approximate error to be at the order of
n also. A reasonable problem could be that one defines a
constant numbey to replace the approximate erro(m).
Then the proof in Lemma 2.2 shows that the problem Ap-
proSUPPSAT with approximate error(instead ofO(m))
is still NP-complete ifn > m. Tighter bounds could be
achieved if weighted approximate errors for different sup-
port constraints are given.

3 Generating approximate transaction data-
bases

In this section, we design and analyze a linear program
based algorithm to approximate thi#>-complete problem
ApproSUPPSAT. LefZl = {ey,...,e:} be the collection
of items, n be the number of transactions in the desired
databasé, and (11, s1), (12, $2), - -+, (I, sm) be the se-
guence of support constraints. According to the proof of
Lemma 2.1, if this instance of ApproSUPPSAT is solv-
able, then there is a transaction databRseonsisting of
at mostm + 1 itemsetsJy, ..., J,+1, that satisfies these
constraints. LetXy,..., X,,+1 be variables representing
the numbers of duplicated copies of these itemsel? ie-
spectively. That isD containsX; copies ofJ; for each:.
Foralli < m andj < m + 1, letz; ; andy; ; be variables
with the property that; ; = X; x y; ; and

1
Yij = 0

Then we haveupport(I;, D) = x;1+- - -+x; m+1 and the
above given ApproSUPPSAT instance could be formulated
as the following question.

if I; C Jj,
otherwise.

(2)

minimizez; + 29 + - -+ 2m

3)



subject to

y
X1+X2+"'+Xm+1:n7
li|,1
Si+ 2 =Ty + A Tim, (.1

- X

vi; = 1if I; C J; andy; ; = 0 otherwise, 4)

0,0 lil-1,0 B
xij = X5 X i j, (0,0) (lil-1,0)

zi, X, are nonnegative integers

Figure 1. Triangle

fori <mandj <m+ 1.
The condition set (4) contains the nonlinear equation t€S-

z;; = X; x y;,; and the nonlinear condition specified in Tij —Wij <0,
(2). Thus in order to approximate the given ApproSUPP- X; >z,
SAT instance using _Iinear program tec.h.niques, we need to nyi;+ X, — xi; <m, (6)
convert these conditions to linear conditions. o ) -0 ' -
We first use characteristic arrays of variables to denote n=
the unknown itemsetd;, ..., J,,+1. For any itemsef C yij € 10,1},
Z, let thet-ary arrayx(I) € {0,1}' be the characteris- foralli < m andj < m + 1. The constant is used in the
tic array of I. That is, thei-th componenty(I)[i] = 1 inequalities due to the fact thaf; < n forall j < m + 1.
if and only ife; € I. Letx(J1) = (u1,1,---,u1,4), The geometric interpretation for the above inequalities is
oo X(Ims1) = (Wme1,1,---,Umy1,:) be a collection of  described in the following. If we considér; ;. v, ;, X;) as
(m + 1)t variables taking values frofq0, 1}, representing  a point in a 3-dimensional spa¢e, y, X') shown in Figure
the characteristic arrays di, . . . , J,,+1 respectively. 2, then
In orde_r_ to convert_the conqiition specified in (2) to lin- 1. 2 — ny = 0 defines the plane passing through points
ear conditions. we flrst use inner product constraints to (0,0,0), (0,0,n), and(n, 1,n); Thusz; ; — ny; ; < 0
represent the conditiod; C J;. For two characteris- guarantees that; ; = 0 if y; ; = 0.
tic arraysy; and y», their inner product is defined as ‘ ‘
X1-x2 = xa[1] - x2[1] + - - + x1[t] - x2[t]. Itis straight- 2. X > z defines the points above the plane passing
forward to show that for two itemsets.J C Z, we have through points(0, 0,0), (0,1,0), and(n,1,n). This
x(I) - x(J) < min{|I|,|J|} andx(I) - x(J) = |I| if and condition together with the conditiop; ; € {0,1}
onlyif I C J. guarantees that; ; < X; wheny; ; = 1.
Now the following conditions in (5) will guarantee that 3.ny + X — z < n defines the points below the
the condition in (2) is satisfied. plane passing through point®, 1,0), (0,0,7), and
(n,1,n). This condition together with the condition
{ L] yig < x(J5) x(l) < wig + |1 — 1 vi; € 10,1} guaranteesthat; ; > X; wheny, ; = 1.
(5) Together with the condition 2, we havwg ; = X;
Yigr Uik € {0,1} wheny; ; = 1.

foralli < m, j < m+1, andk < t. The geometricin-  Note: For the reason of convenience, we introduced the in-
terpretation of this condition is as follows. If we consider termediate Variab|% - In order to improve the linear pro-
(x(J5) - x(1i),yi,5) as a point in the 2-dimensional space gram performance, we may combine the conditions (5) and
(z,y) shown in Figure 1, them/;|y < = defines points  (6)to cancel the variableg ;.

below the line passing the points,0) and (|7;, 1), and Thus the integer programming formulation for the given
z < y+ |I;| — 1 defines the points above the line passing ApproSUPPSAT instance is as follows.

through the point$|Z;| — 1,0) and(|1;|, 1). Thusy; ; = 1 S

if and only if x(J;) - x(I;) = |I;|. Thatis,y; ; = 1 if and minimizezy + 22 + -+ + 2 (7)

only if I; € J;. subject to conditions (5), (6), and
X1+X2+"'+Xm+1 =n,

The nonlinear equations; ; = X; x y; ; can be con- Si 2= Tig e Timets (8)
verted to the following conditions consisting of inequali- z;, X; are nonnegative integers



X according to their definitions. That is, for eagh< m + 1

A andk < ¢ set
y ~ 1 if w*, > 0.5,
Uj e = J:k .
(0,0,n nd . 0  otherwise.

L - M, 1, n) For the rounding ofX 7, first round.X; to their closest in-

L= tegers X 7]. Then randomly add/subtrat to/from these
01,00~ values according to the value &f; + - - - + X,,, 11 — n until
/,/ X1+...+Xm+1:n_
- > X From the construction, it is clear thats a feasible so-

(0.0.0) lution of the integer program. The rounding procedure will

_ introduce the following errors to the optimal solution:
Figure 2. Tetrahedron

{x(L) - x(J;) - i < m,j < m+ 1} change. Thus
the values in(g; ; : i < m,j < m + 1} will change.
Thus the values iRz, ; : i < m,j < m+ 1} will be
different from the values ilﬁa:;‘_’j 1 <m,j <m+1}.

1. By rounding{u}, : i < m,k < t}, the values in

fori < mandj < m + 1. We first solve the linear relax-
ation of this integer program. That is, replace the second
equation in the condition (5) by

0<yijujp <1 foralli<m,j<m+1, andk <t 2. By rounding{X} : j < m + 1}, the values of z; ; :

. o o i <m,j <m+ 1} will change also.
and replace the third equation in the condition (8) by

2 X; > 0. Method 2: rounding =} ;

Leto® = {(u} .95, 77,2, X;) i <m,j <m+1,k < Construct  an integer  solution o =

9,50 <10
t} denote an optimaljsolution to this relaxed linear pro- (u;x,¥i,, %ij, zi, X;) by rounding z7, to 0 or X7
gram. There are several ways to construct an integer so-and computing the other values according to their defini-
lution o from o*. Let OPT(z; I) denote the optimal value tions or relationships. Thatis, first round to their closest
of z1 + - - -+ z,,, for a given ApproSUPPSAT instanéeand integers[X;]. Then randomly add/subtradts to/from
OPT(z; 1) be the corresponding value for the computed in- these values according to the valuegf+ - - - + X, 1.1 —n
teger solution. For an approximation algorithm, one may until X; + --- + X,,,.1 = n. Now roundz; ; as follows.

prefer to compute a numbersuch that Let

. - { Xj if ,T;"j > O.5Xj,
OPT(z;I) < aOPT(z;I). YT 0 otherwise.
Theorem 2.3 shows that it iP-hard to approximate the ;s could be computed by setting
ApproSUPPSAT by an additive polynomial factor. Thus
OPT(z;I) is not in the order ofD(m) in the worst case Jj =z, ,=x,1i-
for any polynomial time approximation algorithms, and it
is not very interesting to analyze the worst case for our al
gorithm.

In the following, we first discuss two simple naive round-
ing methods to get an integer solutianfrom o*. We

then present two improved randomized and derandomized F"0m the construction, it is clear thats a feasible so-
rounding methods. lution of the integer program. The rounding procedure will

introduce the following errors to the optimal solution:

. The values ofi; , andy; ; can be derived frony; easily.
We still need to further update the valuesagf; by using
the current values of; ; since we need to satisfy the re-
quirementse; j = X; X y; ;.

Method 1: rounding u;, 1. By rounding{z;; : i < m,j < m + 1}, we need
to update the values @f; ;, which again leads to the
Construct an  integer  solution o = update of values of; ;.

(W k> Ui g» Tij» 2ir X;) by rounding u?, to their clos- _ _
est integers, rounding; to their almost closest integers so 2. By rounding{ X7 : j < m + 1}, the values iz, ; :
thatX; +- - -+ X,,+1 = n, and computingj; ;, Z; ;, andz; i <m,j < m+ 1} will change also.



Method 3: randomized and derandomized round-  forall (i,j) ¢ Io. Foreachj < m + 1, let

ing
0 _ .
JY = U Iy
. Ii/g,]j,(i/,j)elo
For quite a fewNP-hard problems that are reduced to
integer programs, naive round methods remain to be thejf 7, JJQ, then we havd; C J; and Profl; C J;] = 1.
ones with best known performance guarantee. Our meth-Otherwise, continue with the following computation. By

ods 1 and 2 are based on these naive rounding ideas. "?egardlng# as the probability that; ; takes the valug;,
last decades, randomization and derandomization methods

(see, e.g., [31, 25]) have received a great deal of atteition we know that with at least probablll&— we havel; C J;.
algorithm design. In this paradigm for algorithm design, a However, the actual probability may be larger since other
randomized algorithm is first designed, then the algorithm entriesZ;; with I; N I;; # ( may contribute items td/;,

is “derandomized” by simulating the role of the randomiza- which may lead to the inclusion df in .J;. First we define
tion in critical places in the algorithm. In this section, we the following sets.

will design a randomized and derandomized rounding ap-

proach to obtain an integer solutiorfrom o* with perfor- Li; = {1,....i—1i+1,..mI\{¢:(¢,j) € In}
mance of at least the expectation. It is done by the method
of conditional probabilities. Uyj = (KCLij;:L<J)U U L o,
In rounding method 1, we round , to its closest inte- veK
ger. In a random rounding [26], we set the value:gf; to and
1 with probabilityu} , and to0 with probability 1 — 7 ,
(independent of other indices). Ul; ={K €U, :thereisnoK’ € U; ; such thatk’ C K}.
In rounding method 2, we round ; to the closest value ,
among0 and X;. In a random roundmg [26], we set the For eachic € U, ;, let
value ofz; ; to X; with probablhty =4 and to0 with prob- o x5 s
g o pi, 5, K) =[] <
ability 1 — X—J (independent of other indices). VeK <M

A random rounding approach produces integer solutions
with an expected valug, for """ ; z;. Animproved round-
ing approach (derandomized rounding) produces integer so- z¥ xl o
lutions with Y™™, z; guaranteed to be no larger than the ex- ~ Proldf; € J;] = X7 + <1 - XJ) > pli,j, K).
pected valuey. In the following, we illustrate our method ! 77 Keu;
for the random rounding based on the rounding methods 1

Then the probability Prd; C .J;] can be approximated as

*
K2

Note that we say that we approximate the probability

and 2.

Prodz; C Jj] smce in the computat|on we assume that
Randomized and derandomized rounding ofx” We
determine the value of an additional variable in each step.Probzi C J;] = Xj _ y no !
Suppose tha{j-iJ . (z’]) c ]0} has a|ready been deter- |If necessary, we can improve the approximation by itera-
mined, and we want to determine the valuergf ;, with tion. That is, repeat the above procedure for several rounds

(io, jo) ¢ Io. We compute the conditional expectation for and, in each round, use the approximated probabilities for
S 2 of this partial assignment first with;, ;, set to ProlI;; C J;] from the previous round. If sufficient rounds
zero, and then again with it set t§;,. If we setz;, j, are repeated, the probability will converge in the end.
according to which of these values is smaller, then the con-  Since we have the probabilities P{dp C J;] for all
ditional expectation at the end of this step is at most the (i,j) ¢ lo now, it is straightforward to compute the con-
conditional expectation at the end of the previous steps Thi ditional expectation of2(}_" | z;) = >°", E(z;). The
implies that at the end of the rounding, we get at most the expected value foz; is

original expectation.

In the following, we show how to compute the condi A w
tional expectation. At the beginning of each step, assumel ) = F > @i | 8= Zl X;-Probl; € J]=s:.
that for all entriegi’, j/) in Iy, Z; ;» has been determmed =
already and we want to determine the valuergf ;, fo Randomized and derandomized rounding ofu’ . We
(40, Jo) ¢ 1o in this step. determine the value of an additional variable i |n each step.
In order to compute the conditional expectation of Suppose thafu, : (j, k) € Ip} has already been deter-
Zz’;l z;, we first compute the probability Prih C J;] mined, and we want to determine the valueugf ., with



(jo, ko) ¢ In. We compute the conditional expectation for We say that a (synthetic) transaction databBséoes not

>, = of this partial assignment first with,, j, set to disclose confidential information specified7if one can-

zero, and then again with it set1oIf we seta;, », accord-  notinfer that

ing to which of these values is smaller, then the conditional

expectation at the end of this step is at most the conditional

expectation at the end of the previous step. This impliesforall (I;, s;, S;) € P. Similarly, we say that a support con-

that at the end of the rounding, we get at most the original straint setS = {(I}, s1),...,(I},, sm)} does not disclose

expectation. confidential information specified iR if for each element
According to our analysis in the randomized and de- (I;, s;, S;) € P, there is a transaction datab&3gthat sat-

randomized rounding of} ., it is sufficient to compute isfies all support constraints $ and

7,77
support(I;, D;) & [s:, i)

s; < support(I;; D) < S;

the probability Profy; C J;] for all (4,7). AssumeZ =

{61, ceey et} andIi = {61‘1, R, eiu”}. Set
R R For the synthetic transaction database generation, there
Prolil; C J;] =, x -+ X g, are two scenarios for potential private information disclo
sure. In the first scenario, the database owner uses the fol-
where _ o lowing procedure to generate the synthetic transacticadat
N~ Ujig if (.]77’5) € 107 b .
Ujyis = * ; ase:
ui; otherwise

1. use a software package to mine the real-world transac-
tion database to get a set of itemset support (frequency)
constraints;

for s < |I;|. Using Prolff; C J;], one can compute the con-

ditional expectation of """ , z; as in the case for rounding

of z7 ;.

2. use a software package based on our linear program
methods to generate a synthetic transaction database

Complexity analysis of the approximation algo-
D from the support (frequency) constraints;

rithm
3. release the synthetic transaction datalfatethe pub-

In the integer linear program formulation of our prob- lic.
lem, we have(m + 1) variablesu; , m + 1 variablesX;,
m(m + 1) variablesr; ;, m(m + 1) variablesy, ;, andm
variablesz;. In total, we have(m + 1) + 2m? + 4m + 1
variables.

There argm + 1)(2m + t) constraints in the condition
(5),4m(m+ 1) constraints in the condition (5), aBdh + 2
constraints in the condition (8). Thus we have? + 9m +
mt + t + 2 constraints in total.

In this scenario, the mined support (frequency) constaint
are not released to the public and only the synthetic transac
tion database is released. In this case, it is straightfatwa

to protect the confidential information specified/ih The
database owner proceeds according to the above steps until
step3. Before releasing the synthetic transaction database
D, he can delete the confidential information as follows.

The rounding, randomized, and derandomized rounding
algorithms could be finished if(tm?) steps. Thus the ma-
jor challenge is to solve the relaxed continuous variables
linear program. According to [19], hundreds of thousands
of continuous variables are regularly solved. Thus our ap-
proximation algorithm are efficient when andt takes rea-
sonable values.

4 Privacy issues

Wang, Wu, and Zheng [34] considered general informa-

tion disclosure in the process of mock database generation.

In this section, we discuss privacy disclosures in syntheti

e For each(1;, s;, S;) € P, chooses a random number
r; < n, wheren is the total number of transactions.
We distinguish the following two cases:

1. If u; = support(I;, D) — r; < 0, then chooses a
random series of-u; transactions; that do not
contain the itemsef;, and modify these transac-
tions to contain the itemséf.

2. If u; = support(l;, D) — r; > 0, then chooses
arandom series af; transactions; that contain
the itemset’;, and modify these transactions in a
random way so that they do not contain the item-
setl;.

transaction databases. Confidential information in transa After the above process, the resulting transaction dagabas
tion databases may be specified as a collection of itemset$ontains no confidential information specifiedfinand the
and their corresponding support (frequency) intervals. Le database owner is ready to release it.

‘P be a set defined as follows.

P={(L;s:,8):1; CT,i<l}.

In the second scenario, the database owner uses the fol-

lowing procedure to generate the synthetic transacticardat
base:



1. use a software package to mine the real-world transacwe have discussed in Section 3 to compute the confidence
tion database to get a set of itemset support (frequency)evel about private information leakage as follows.

constraints;

lic;

. a customer who has interest in a synthetic transaction
database generates a synthetic transaction dat@base
from the published support (frequency) constraints us-
ing a software package based on our linear program
methods.

In this scenario, the mined support (frequency) constaint
are released to the public directly. Thus the database owne
wants to make sure that no confidential information spec-
ified in P is contained in these support (frequency) con-
straints. Without loss of generality, we assume that there
is a single element/, s, .S) in P and the mined support
constraints ar&s = {(I;,s;) : ¢« < m}. S contains the
confidential information(Z, s, .S) if and only if for each
transaction databage which is consistent witks, we have
support(I; D) € [s,S]. In another wordS does not con-
tain the confidential informatiofY, s, S) if and only if there
exists an integes’ with s’ < sor S < s’ < n such
thatS U {(I,s’)} is consistent. That is, there is a trans-
action databas® that satisfies all support constraints in
SU{(I,s)}. In the following, we show that there is even
no efficient way to approximately decide whether a given
support constraint set contains confidential informative.
first define the problem formally.

ApproPrivacy

Instance: An integern, an item setZ, a support con-
straint setS = {(I1,s}), --- (I},,s,,)}, and a setP =
{(Ii, Si,Si) : Ii g I,i S l}

Question: For all transaction databage of n transactions
overZ with |support(I}, D) — s;| = O(m) forall 0 < i <
m, do we havesupport(I;, D) € [s;,S;] forall ¢ < 1? If
the answer is yes, we writg =, P.

By Theorem 2.3, we have the following result. Similar
NP-hardness results for exact frequency constraints infer-
ence have been obtained in [6, 7, 20].

Theorem 4.1 ApproPrivacy is coNP-complete.

Proof. S (-, P if and only if there is a transac-
tion databaseD and an index; < [ such thatD satis-
fiesS U {(I;, support(I;, D) < s;)} or D satisfiesS U
{(L;, support(I;, D) > S;)} approximately. Thus the the-
orem follows from Theorem 2.3. Q.E.D.

Thus there is no efficient way for the database owner to
decide whether a support constraintS8deaks confidential
information specified irP. In practice, however, we can

. release the support (frequency) constraints to the pub-

1. Convert the conditios U {(I,s') : s’ < sorS <
s’ < n} to an integer linear program in the for-
mat of (8). Note that the conditions" < sorS <
s’ < n” is equivalent to the existential clause
3" ((8' < s) V(S < s <n)). Thus itis straightfor-
ward to convert it to integer linear program conditions.

Let the confidence level he= >""" | z,. The smaller
¢, the higher confidence. In the ideal casecof 0,
we have found an itemset transaction datatiagkat
witnesses that no confidential information specified by

(I,s,S) is leaked inS.

2.

r

If the database owner thinks that the confidence value
>, z; obtained in the above procedure is too larger (thus
confidence level is too low). He may use the following pro-
cedure to delete potential confidential information from th
support constraint set.

1. Leti be the number that maximizesax;, s,)es |1 N
L;|.

2. Modify the values; to be a random value.

3. Approximately revise support constraint valuesSin

to make it consistent. For example, to make it satisfy
the monotonic rule. Since it iIP-hard to determine
whether a support constraint set is consistent, we can

only revise the sef to be approximately consistent.

It should be noted that after the above process, the regultin
support constraint set may become inconsistent. Thus in
the next round, the value = > | z; may be larger. If
that happens, the larger valeedoes not interpret as the
privacy confidence level. Instead, it should be interpreted
as an indicator for inconsistency of the support constraint
set. Thus the above privacy deletion procedure should only
be carried out one time.

We should note that even if the confidence level is higher,
(thatis,c = >"", z; is small), there is still possibility that
the confidential information specified 1§y, s, S) is leaked
in theory. That is, for each transaction databBstat sat-
isfies the constraint§, we havesupport(I,D) € [s, S].
However, no one may be able to recover this information
since it isSNP-hard to infer this fact. Support constraint in-
ference has been extensively studied by Calders in [6, 7].

It would be interesting to consider conditional privacy-
preserving synthetic transaction database generatidra. T
is, we say that no private information is leaked unless some
hardness problems are solved efficiently. This is similar to
the methodologies that are used in public key cryptography.
For example, we believe that RSA encryption scheme is se-

use the linear program based approximation algorithms thatcure unless one can factorize large integers.



In our case, we may assume that it is hard on averagevalue. Similarly, the authors in [30] presented a method
to efficiently solve integer linear programs. Based on this for selectively replacing individual values with unknowns
assumption, we can say that unless integer linear program$rom a database to prevent the discovery of a set of rules,
could be solved efficiently on average, no privacy specified while minimizing the side effects on non-sensitive rules.

in P is leaked bysS if the computed confidence level= The authors studied the impact of hiding strategies in the

Yotz is small, original data set by quantifying how much information is
preserved after sanitizing a data set [21]. The authors, in

5 Related Work [11, 29], studied the problem of mining association rules

from transactions in which the data has been randomized to
preserve privacy of individual transactions. One problem i

it may introduce some false association rules. The authors,
in [17, 32], investigated distributed privacy preservirgg a
sociation rule mining. Though this approach can fully pre-
serve privacy, it works only for distributed environmentian

Privacy preserving data mining has been a very active
research topic in the last few years. There are two gen-
eral approaches mainly from privacy preserving data min-
ing framework: data perturbation and the distributed secur

multi-party computation approac_h. As the context of th'.s needs sophisticated protocols (secure multi-party coaput
baper focuses on d‘f’“a perturbation .for single site, we will tion based [36]), which makes it infeasible for our scenario
not Q|scuss the multi-party computation based approach for Wu et al. have proposed a general framework for privacy
distributed cases (See [23] fora r_ecent survey). preserving database application testing by generating syn
Agrawal and S.r|l_<ant, n [4.1]' first prquSed the dey €l thetic data sets based on some a-priori knowledge about the
opment of data} mining techniques that Incorporate privacy . qction databases [34]. The general a-priori knowledge
concerns and illustrated a perturbation based approach foguch as statistics and rules can also be taken as constraints

deC|§(|jor(11tree Iearnlng. Agra\_/va_l an_d AgEril/lwaI,l In []}]1 h‘;lve of the underlying data records. The problem investigated
provide a_expectat|_0n-_ma>_<|mlzatlon ( _ ) algorithm for - i paper can be thought as a simplified problem where
reconstructing the _dlstrlbutlon of th? or_|g|nal dgta from data set here is binary one and constraints are frequencies
perturbed observatmns.. They provide qurmatlon theo- of given frequent itemsets. However, the techniques devel-
retic measures to quantify the amount of privacy prowdgd oped in [34] are infeasible here as the number of items are

by a _rando_m|zat|on approach._ Recently, Hua?”g etal. in much larger than the number of attributes in general data
[15], investigated how correlations among attributesdffe sets

the privacy of a data set disguised via the random per-
turbation scheme and proposed methods (PCA based an
MLE based) to reconstruct original data. The objective

of all randomized based privacy-preserving data mining . .
[1, 4, 11, 18, 29] is to prevent the disclosure of confiden- N this paper, we discussed the general problems regard-

tial individual values while preserving general patternd a9 Privacy preserving synthetic transaction database gen

rules. The idea of these randomization based approache§ration for benchmark testing purpose. In particular, we

is that the distorted data, together with the distributién o Showed that this problem is generalp-hard. Approx-

the random data used to distort the data, can be used tgmation algorithms for both synthetic transaction databas

generate an approximation to the original data values while 9€neration and privacy leakage confidence level approxima-

the distorted data does not reveal private information, andfion have been proposed. These approximation algorithms

thus issafe to use for mining. Although privacy preserv- |nclu_de solving a continuous vanablg linear program. Ac-

ing data mining considers seriously how much information €0rding to [19], linear problems having hundreds of thou-

can be inferred or computed from large data made availableS@nds of continuous variables are regularly solved. Thus if

through data mining algorithms and looks for ways to mini- the support constraint set size is in the order_of hundreds

mize the leakage of information, however, the problem how Of thousands, then these approximation algorithms are ef-

to quantify and evaluate the tradeoffs between data miningf'c'e_”t on regular Pentium-based computers. If more con-

accuracy and privacy is still open [10]. straints are necessary, the_n more pqwerful computers are
In the context of privacy preserving association rule min- Needed to generate synthetic transaction databases.

ing, there have also been a lot of active researches. In,[5, 8]
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